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Security Data Breach policy

A ‘personal data breach’ is a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data. For
further information regarding the obligation to notify personal data breaches to the Data
Protection Commission, please see our guidance here

If you become aware of a potential or actual Breach of Personal Data. Please contact HLI
Head office immediately. Telephone: +353 94 9375993

Head Office staff will immediately notify the HLI Data Protection Officer who will inform
the Executive Director. The ED will ensure Trustees/Directors of the organisation are
informed. The DPO or ED will then action the following process.

In the case of a breach of your personal data, the HLI data controller shall without undue
delay and, where feasible, not later than 72 hours after having become aware of it, notify
the personal data breach to the supervisory authority competent, unless the personal
data breach is unlikely to result in a risk to the rights and freedoms of natural persons.
Where the notification to the supervisory authority is not made within 72 hours, it shall be
accompanied by reasons for the delay.

The processor shall notify the controller without undue delay after becoming aware of a
personal data breach.

The notification shall at least:

e describe the nature of the personal data breach including where possible, the
categories and approximate number of data subjects concerned and the
categories and approximate number of personal data records concerned;

e communicate the name and contact details of the data protection officer or other
contact point where more information can be obtained,

o describe the likely consequences of the personal data breach;

e Describe the measures taken or proposed to be taken by the controller to address
the personal data breach, including, where appropriate, measures to mitigate its
possible adverse effects.

e Where, and in so far as, it is not possible to provide the information at the same
time, the information may be provided in phases without undue further delay.

e The controller shall document any personal data breaches, comprising the facts
relating to the personal data breach, its effects and the remedial action taken.

e That documentation shall enable the supervisory authority to verify compliance
with this Article.


https://dataprotection.ie/en/dpc-guidance/breach-notification-practical-guide
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Communication of a personal data breach to the data subject

e When the personal data breach is likely to result in a high risk to the rights and
freedoms of natural persons, the controller shall communicate the personal data
breach to the data subject without undue delay.

e The communication to the data subject shall describe in clear and plain language
the nature of the personal data breach and contain at least the information and
measures referred to in points (b), (c) and (d) of Article 33(3).

e The communication to the data subject referred to in paragraph 1 shall not be
required if any of the following conditions are met:
the controller has implemented appropriate technical and organisational
protection measures, and those measures were applied to the personal data
affected by the personal data breach, in particular those that render the personal
data unintelligible to any person who is not authorised to access it, such as
encryption;

o the controller has taken subsequent measures which ensure that the high risk to
the rights and freedoms of data subjects referred to in paragraph 1is no longer
likely to materialise;

e It would involve disproportionate effort. In such a case, there shall instead be a
public communication or similar measure whereby the data subjects are informed
in an equally effective manner.

e If the controller has not already communicated the personal data breach to the
data subject, the supervisory authority, having considered the likelihood of the
personal data breach resulting in a high risk, may require it to do so or may decide
that any of the conditions referred to in paragraph 3 are met.

https://forms.dataprotection.ie/breach-notification
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